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1 Overview of Encryption

SAP ASE authentication and access control mechanisms ensure that only properly identified and authorized
users can access data. Data encryption further protects sensitive data against theft and security breaches.

Encrypt entire databases, or only columns, depending on your needs.

i Note

You can also encrypt commands on-demand, commands automatically using bcp, or commands and
procedures using Component Integration Services (CIS). For more information, see Security Administration
Guide > Encryption.

While both encrypted columns and fully encrypted databases allow you to comply with security and privacy
requirements, the different usages may make one feature easier to deploy than the other. Consider using:

e Encrypt columns when you can easily identify which columns contain sensitive data.

e [Encrypt databases when you must perform range searches over sensitive data columns, and when you lack
the knowledge of the data model and cannot identify sensitive data columns (for example, in packaged
applications that include thousands of tables). In addition, the definition of sensitive data (such as personal
information) differs among different locations (such as states or countries); encrypting an entire database
can allow you to satisfy these various data security requirements.

The SAP ASE encryption feature enables you to encrypt data that is at rest, without changing your
applications. This native support provides the following capabilities:

e Fully encrypt databases
e Column-level granularity

e Use of a symmetric, National Institute of Standards and Technology (NIST)-approved algorithm: Advanced
Encryption Standard (AES)

® Performance optimization

® Enforced separation of duties

e Fully integrated and automatic key management

e Application transparency: no application changes are needed

e Data privacy protection from the power of the system administrator

Data encryption and decryption is automatic and transparent. If you have insert or update permission on a
table, any data you insert or modify is automatically encrypted prior to storage. Daily tasks are not interrupted.

Selecting decrypted data requires decrypt permission in addition to select permission. decrypt
permission can be granted to specific database users, groups, or roles. SAP gives you more control by
providing you with granular access capability to sensitive data. SAP also automatically decrypts selected data
for users with decrypt permission.

Encryption keys are stored in the database in encrypted form. You can encrypt an encryption key using a key
encryption key (KEK) derived from:

e A system-level, user-supplied password
e A KEK derived from a user-supplied password (which can be the user’s login password)

Database Encryption
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e A separately created database-level KEK (master key or dual master key)

The password you select reflects your ability to preserve data privacy, even from system administrators. You
may choose to protect your column encryption key using dual-control mode to increase the security.

When data is encrypted, it is stored in an encoded form called “cipher text.” Cipher text increases the length of
the encrypted column from a few bytes to 32 extra bytes. Unencrypted data is stored as plain text.

Column and database encryption uses a symmetric encryption algorithm, which means that the same key is
used for encryption and decryption. SAP ASE tracks the key that encrypts the data.

Generally, using data encryption requires these steps:

1. Install the license option ASE_ENCRYPTION. See the SAP ASE Installation Guide.
2. The system security officer (SSO) enables encryption in SAP ASE:

sp_configure 'enable encrypted columns', 1

3. Depending on the method you chose to protect encryption keys, create a database-level master key or set
the system encryption password.

4. Create one or more named encryption keys. Consider using passwords to protect data even from the
database administrator.

5. Specify the data for encryption.

6. Grant decrypt permission to users who must see the data. You may choose to specify a default plain text
value known as a “decrypt default.” The SAP ASE returns this default, instead of the protected data, to
users who do not have decrypt permission.

Once you perform these steps, you can run your existing applications against your existing databases, tables
and columns, but now the data is securely protected against theft and misuse. SAP ASE utilities and other SAP
products can process data in encrypted form, protecting your data throughout the enterprise. For example, you
can:

e Use SAP Adaptive Server Enterprise cockpit (SAP ASE cockpit) to manage encrypted data using a
graphical interface. See the SAP Adaptive Server Enterprise Cockpit documentation.

e Use the bulk copy utility (bcp) to securely copy encrypted data in and out of the server. See the Utility
Guide.

e Use the SAP ASE migration tool sybmigrate to securely migrate data from one server to another. See the
SAP ASE System Administration Guide.

e Use SAP Replication Server to securely distribute encryption keys and data across servers and platforms.
See the Replication Server Administration Guide for information on encryption when replicating.

For more information, see the Security Administration Guide > Encryption.

1.1 Full Database Encryption

As of version 16.0, you can fully encrypt entire databases, providing protection for an entire database.

When you fully encrypt a database, all of its data, indexes, and transaction logs become encrypted. This
encryption is transparent, so that users can perform operations on tables, indexes, and so on, as usual, without
noticing any differences.

Database Encryption
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1.2 Column Encryption

Encrypting columns in SAP ASE is more straightforward than using encryption in the middle tier, or in the client
application. Use SQL statements to create encryption keys and to specify columns for encryption; existing
applications continue to run without change.

When you insert or update datain an encrypted column, SAP ASE transparently encrypts the data
immediately before writing the row. When you select from an encrypted column, SAP ASE decrypts the data
after reading it from the row. Integer and floating point data are encrypted in the following form for all
platforms:

e Most significant bit format for integer data
e |nstitute of Electrical and Electronics Engineers (IEEE) floating point standard with MSB format for floating
point data

You can encrypt data on one platform and decrypt it on a different platform, provided that both platforms use
the same character set.

Database Encryption
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2 Protect Data with Encryption Keys

SAP ASE uses two types of encryption keys and keeps keys encrypted when they are not in use.
Types of encryption keys:

e Database encryption key (DEK) — the DEK is created in the master database and used to encrypt a
database.

e Column encryption key (CEK) — users must have access to the CEK before they can access encrypted
data, but it must be encrypted before you store it on disk or in memory. SAP ASE encrypts the CEK using a
key encryption key (KEK) and stores it in encrypted form in sysencryptkeys. The KEK also decrypts the
CEK, allowing you to access decrypted data.

Key management includes creating, dropping, and modifying column encryption keys, distributing passwords,
creating key copies, and providing for key recovery in the event of a lost password.

2.1 Creating the Database Encryption Key

The database encryption key is a 256-bit symmetric key that is created in the master database and used to
encrypt a database.

Prerequisites

Before you can create a database encryption key (DEK):

e \Verify that you have a valid SAP ASE encryption feature license (ASE_ENCRYPTION)
e Settheenable encrypted columns configuration parameter
e (Create a master key and optionally, a dual master key in the master database; these protect the database
encryption key.
e Ensure that you have the appropriate privileges:
o If granular permission is enabled, a system permission called manage database encryption key
is required to create the key.
o If granular permission is disabled, you must have sso_role, keycustodian_role, or create
encryption key permission.
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Procedure

Use the create encryption keycommand inthe master database to create a database encryption key.
The syntaxis:

create encryption key <keyname>
[for <algorithm>]
for database encryption
[with
{ [master key]
[key length 256]
[init vector random]
[[no] dual control]}

where:

o <keyname> — must be unique in the user's table, view, and procedure name space in the master database.

o for <algorithm> — specifies the algorithm. Currently, the only supported algorithm is Advanced
Encryption Standard (AES).

0 for database encryption — explicitly specifies that you are creating an encryption key to encrypt an
entire database, rather than a column.

© master key —isrequired for full database encryption. SAP ASE returns an error if the master key does
not already exist.

o0 key length 256 —isthe size, in bits, of the key you are creating. The only valid length for a database
encryption key is 256; SAP ASE returns an error message if you use any other size.

© init vector random - isrequired for full database encryption. If you specify init vector null,as
you can for creating a column encryption key, SAP ASE returns an error.

© [no] dual control —indicates whether the database encryption key must be encrypted using dual
controls. By default, dual control is not configured.

Example

This example creates a database encryption key that is protected by the master key:

sp_configure 'enable encrypted columns', 1

create encryption key master with passwd "testpassword"
set encryption passwd 'testpassword' for key master
create encryption key dbkey for database encryption
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2.1.1 Dropping a Database Encryption Key

To drop the database encryption key, use the drop encryption keycommand. This command deletes the
database encryption key from the sysencryptkeys table in the master database.

Context

The syntax is:

drop encryption key <key name>

i Note

This command fails if the database encryption key you are dropping is still being used to encrypt a
database.

2.1.2 Changing a Database Encryption Key

To change the manner in which a database encryption key is protected, as well as who its owner is, use the
alter encryption keycommand.

Context

You cannot regenerate a database encryption key for a database.

e To change a database encryption key:
1. Decrypt the database protected by the database encryption key.
2. Drop, and re-create the database encryption key.

i Note

You cannot convert a column encryption key into a database encryption key. SAP ASE displays an error
message if you alter a different type of encryption key into a database encryption key using the for
database encryption option.

e Tosimply change the way a database encryption key is protected, rather than change the database
encryption key altogether, use this syntax:

alter encryption key <key name>

for database encryption

modify encryption with {[master key]
[[no] dual control}

Database Encryption
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e To change the owner of a database encryption key:

alter encryption key [ [<database>.] [<owner>].]<dek name>
modify owner <user name>

The permission to run this option is the same as the permission for alter encryption key.

2.2 Creating Column Encryption Keys

A column encryption key must exist before a table owner can mark a column for encryption on a new or
existing table.

When you set up keys for the first time, consider:

e Key owner or custodian assignment — the system security officer (SSO) must grant create encryption
key permission to create keys. By default, the sso_role and the keycustodian role have create
encryption key permission.

e Whether keys should be created in a separate key database — SAP recommends that you use a separate
database for keys, especially if keys are encrypted by the system encryption password.

e The number of keys needed — you can create a separate key for each encrypted column, or you can use the
same key to encrypt columns across multiple tables. From a performance standpoint, encrypted columns
that join with equivalent columns in other tables should share the same key. For security purposes,
unrelated columns should use different keys.

Column encryption in SAP ASE uses the Advanced Encryption Standard (AES) symmetric key encryption
algorithm, with available key sizes of 128, 192, and 256 bits. Random-key generation and cryptographic
functionality is provided by the FIPS 140-2 compliant modules.

To securely protect key values, SAP ASE uses a 256-bit key-encrypting key (KEK), which may be a master key,
or an internal key derived from either the system encryption password or a user-specified password.

SAP ASE encrypts the new key (the column encryption key) and stores the result in sysencryptkeys.

By default, SAP ASE creates 256-bit key-encryption keys. For compatibility with versions earlier than 15.7, it
uses a 128-bit key if the KEK is derived from the system encryption password.

The syntax is:

create encryption key <[ [database.] [owner].]keyname>
[as default] [<for algorithm>]
[with
{[key length <num bits>]
[{passwd '<passwd phrase>' | passwd <system encr passwd> |
master key}]
[init vector {null | random}]

[pad {null | random} ]
[[no] dual control]

H

where:

® <keyname> — must be unique in the user's table, view, and procedure name space in the current database.
Specify the database name if the key is in another database, and specify the owner’'s name if more than
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one key of that name exists in the database. The default value for owner is the current user, and the default
value for database is the current database. Only the system security officer can create keys for other users.

i Note

You cannot create temporary key names that start with “#".

® as default — allows the system security officer or key custodian to create a database default key for
encryption. This enables the table creator to specify encryption without using a keyname on create
table,alter table,andselect into.SAP ASE uses the default key from the same database. The
default key may be changed.

® <for algorithm> - Advanced Encryption Standard (AES) is the only algorithm supported. AES supports
key sizes of 128, 192, and 256 bits, and a block size of 16 bytes. The block size is the number of bytes in an
encryption unit. Large data is subdivided for encryption.

® keylength <num bits> - the size, in bits, of the key to be created. For AES, valid key lengths are 128,
192, and 256 bits. The default keylength is 128 bits.

® passwd <password phrase> — indicates to ASE to protect the CEK using the user password
<password_phrase>, which can be a quoted alphanumeric string up to 255 bytes in length.

® passwd <system encr passwd> — indicates to ASE to protect the CEK using the system encryption
password.
® master key —indicatesto ASE to protect the CEK using the master key. By default, SAP ASE uses the
master key (if it exists) to protect column encryption keys.
® init vector
© random — specifies use of an initialization vector during encryption. When an initialization vector is
used by the encryption algorithm, the cipher text of two identical pieces of plain text are different,
which prevents detection of data patterns. Using an initialization vector can add to the security of your
data.
Use of an initialization vector implies using a cipher-block chaining (CBC) mode of encryption, where
each block of data is combined with the previous block before encryption, with the first block being
combined with the initialization vector.
However, initialization vectors have some performance implications. You can create indexes and
optimize joins and searches only on columns where the encryption key does not specify an
initialization vector.
© null - omits the use of an initialization vector when encrypting. This makes the column suitable for
supporting an index.
The default is to use an initialization vector, thatis, init vector random.
Setting init vector null implies the electronic codebook (ECB) mode, where each block of data is
encrypted independently.
To encrypt one column using an initialization vector and another column without using an initialization
vector, create two separate keys—one that specifies use of an initialization vector and another that
specifies no initialization vector.
® pad
© null - the default, omits random padding of data.
You cannot use padding if the column must support an index.
© random - data is automatically padded with random bytes before encryption. You can use padding
instead of an initialization vector to randomize the cipher text. Padding is suitable only for columns
whose plain text length is less than half the block length. For the AES algorithm the block length is 16
bytes.

Database Encryption
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® dual control - indicates whether the new key must be encrypted using dual control. By default, dual
control is not configured.

Examples

These examples use various encryption attributes when creating a column encryption key, and many assume
you have already created the master key or set the system encryption password.

e Example 1 - specifies a 256-bit key called “safe_key"” as the database default key. Because the key does
not specify a password, SAP ASE uses the database-level master key as the KEK for safe_key. If there is no
master key, SAP ASE uses the system encryption password:

create encryption key safe key as default for AES
with keylength 256

Only the system security officer or a user with the keycustodian role can create a default key.
e Example 2 — creates a 128-bit key called “salary_key"” for encrypting columns using random padding:

create encryption key salary key for AES with
init vector null pad random

e Example 3 - creates a 192-bit key named “mykey” for encrypting columns using an initialization vector:

create encryption key mykey for AES
with keylength 192 init vector random

e [Example 4 — creates a key protected by a user-specified password:

create encryption key keyl
with passwd 'WorldslBiggest6Secret'

If a key is protected by a user-specified password, that password must be entered a column encrypted by
the key can be accessed.
e [Example 5 — creates a key protected by dual-control:

create encryption key dualprotectedkey
with passwd "Pass4Tomorrow"
dual control

Key “dualprotectedkey” is protected by the master key and a user password (in dual control). To access the
key, you must enter both the user password for the key and the password for the master key.

Permissions

The sso_roleand keycustodian role implicitly have permission to create encryption keys. The system
security officer or the key custodian uses this syntax to grant create encryption key permissions to
others:

grant create encryption key
to <user name> | <role name> | <group name>

Database Encryption
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For example:

grant create encryption key to key admin role

To revoke key creation permission, use:

revoke create encryption key
{to | from} <user name> | <role name> | <group name>

i Note

grant all doesnotgrantcreate encryption key permission to the user. It must be explicitly granted
by the system security officer.

Related Information

Role of the Key Custodian [page 81]

Performance Considerations [page 76]

Database-Level Master and Dual Master Keys [page 22]
Key Protection [page 16]

Dropping Column Encryption Keys [page 15]

2.2.1 Dropping Column Encryption Keys

Column encryption key owners can drop their own keys. The system security officer can drop any key.

Prerequisites

A key can be dropped only if there are no encrypted columns in any database that use the key.

Context

To drop an encryption key, use:
drop encryption key [ [<database>.] [<owner>].]<keyname>
For example, this drops an encryption key named cc_key:

drop encryption key cust.dbo.cc key

When executing drop encryption key, SAP ASE does not check for encrypted columns in databases that
are suspect, archived, offline, not recovered, or currently being loaded. In any of these cases, the command

Database Encryption
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issues a warning message that names the unavailable database, but does not fail. When the database is
brought online, any tables with columns that were encrypted with the dropped key are unusable. To restore the
key, the system administrator must load a dump of the dropped key's database that precedes when the key
was dropped.

The system security officer can use sp_encryption toidentify all the columns encrypted with a given key.

Related Information

Creating Column Encryption Keys [page 12]

Role of the Key Custodian [page 81]

Performance Considerations [page 76]

Database-Level Master and Dual Master Keys [page 22]
Key Protection [page 16]

2.2.2 Changing the Column Encryption Key

Periodically change the keys used to encrypt columns and databases.

Create anew key using create encryption key,thenusealter table...modify toencryptthe column
with the new key.

In the following example, assume that the “creditcard” columnis already encrypted. The alter table
command decrypts and reencrypts the credit card value for every row of customer using cc_key new.

create encryption key cc_key new for AES
alter table customer modify creditcard encrypt with
cc_key new

2.3 Key Protection

The key administrator must decide where keys are stored, when they should be renewed, and which owners
can use a given key to encrypt data.

Related Information

Creating Column Encryption Keys [page 12]
Dropping Column Encryption Keys [page 15]
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2.3.1 Grant Access to Keys

The key owner or a user with the sso_role must grant select permission on a key before another user can
specify the key inthe create table,alter table,andselect into statements.

The key owner can be the system security officer, the key custodian or, for non-default keys, any user with
create encryption key permission. Key owners should grant select permission on keys as needed.

This example allows users with dbo_admin_role to use the encryption key named “safe_key" when specifying
encryptionon create table,alter table,andselect into statements:

grant select on safe key to db admin role

i Note

Users who process encrypted columns through insert, update, delete, and select do not need
select permission on the encryption key.

2.3.2 Separate Keys from Data

When you specify a data for encryption, you can use a named key from the same database or from a different
database. Encrypting with a key from a different database provides a security advantage because, in the event
of the theft of a database dump, it protects against access to both keys and encrypted data.

Administrators can also protect each database dump with a different password, making unauthorized access
even more difficult.

Encrypting with a key from a different database needs special care to avoid data and key integrity problems in
distributed systems. Carefully coordinate database dumps and loads. If you use a named key from a different
database, SAP recommends that, when you dump a database that contains:

e Encrypted columns, you also dump the database where the key was created. You must do this if new keys
have been added since the last dump.

® Anencryption key, dump all databases containing columns encrypted with that key. This keeps encrypted
data in sync with the available keys.

If you do not specify a named key, the data is automatically encrypted with the default key from the same
database. The system security officer or the key custodian can use sp_encryption to identify the columns
encrypted with a given key.
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3 Key Encryption

There are two keys between the user and the data: the database-encryption key (DEK) or column-encryption
key (CEK) and the key-encryption key (KEK). The DEK and CEK encrypts data and users must have access to it
before they can access encrypted data.

It cannot be stored on disk in an unencrypted form. Instead, SAP ASE uses a KEK, or 2 KEKs in dual control, to
encrypt the DEK or CEK when you create or alter an encryption key. The KEK also decrypts the DEK or CEK
before you can access decrypted data. DEKs and CEKs are stored in encrypted form in sysencryptkeys.

The KEK is a master key, created separately by the system security officer or key custodian, is an internally
derived key from the system encryption password, a user-specified password, or a login password, depending
on how you specify the key's encryption with the create and alter encryption key statements. Both the
system encryption password and the master key are stored in encrypted form.

The following figure describes how to create and store a column encryption key for a create encryption
key statement. The KEK is derived from a password and the KEK and the raw CEK are fed into the encryption
function to produce an encrypted CEK.

Key
derivation

Key encryption
key (KEK)

Password

Encrypted key
Ecryption saved in

sysencryptkeys

Key
derivation

Random Key encryption
data key (KEK)

The following figure describes how the KEK is used during a DML operation to decrypt the CEK. The raw CEK is
then used to encrypt or decrypt data.

Key
derivation Key encryption

key (KEK)

Password

Decrypted CEK

Decryption
P used for DML

Encrypted key
saved in

sysencryptkeys
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3.1 Protect Encryption Keys with the Master Key

The master key is a database-level key that is created by a user with the sso_role or keycustodian role,
and is used as a KEK for user-created encryption keys. Once created, the master key replaces the system
encryption password as the default KEK for user-created keys.

Although SAP ASE supports using the system encryption password, for compatibility with versions earlier than
15.7, SAP recommends that you use the master key.

You can use the master key with the dual master key to create a composite key that provides dual control and
split knowledge for all user-created keys. You can also create a composite key by using the master key with a
DEK's or CEK's explicit password.

Using a master key simplifies the administration of encrypted data because:

e Managing passwords for keys is restricted to setting the password for the master key.

® You need not specify passwords on create and alter encryption key statements.

e Allows for password distribution and recovery from lost column encryption key passwords.
® Access control over encrypted data is enforced through decrypt permission on the data.

® You need not make any changes to the application.

The syntax for creating a master key is:

create encryption key master
[for AES] with passwd <char literal>

See the Reference Manual: Commands.

Related Information

Restrict Decrypt Permission [page 65]

3.2 Protect Encryption Keys with the System-Encryption
Password

The system encryption password is a database-specific password, and is the secondary default encryption
method for the DEK or CEK.

SAP ASE uses the system encryption password to encrypt keys created in a specified database without an
explicit password clause. Once the system security officer or key custodian has set a system encryption
password, you need not specify this password to process encrypted columns. SAP ASE internally accesses the
system encryption password when it needs to encrypt or decrypt column encryption keys.
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The system security officer or key custodian uses sp_encryption to set the system encryption password.
The system password is specific to the database using sp_encryption.

sp_encryption system encr passwd, <password>

<password> can be as many as 255 bytes in length.
Set a system encryption password only in the database where encryption keys are created.

The system encryption password protects your encryption keys. Choose long and complex system encryption
passwords. Longer passwords are harder to guess or crack by brute force. Include uppercase and lowercase
letters, numbers, and special characters in the system encryption password. SAP recommends that the
system encryption password be at least 16 bytes in length.

SAP ASE enforces compliance of the system encryption password with the minimum password length and
check password for digit configuration parameters.

Change the system password by using sp_encryption and supplying the old password:

sp_encryption system encr passwd, <password> [ , <old password>]

Periodically change the system encryption password, especially when an administrator who knows the system
encryption password leaves the company. When the system password is changed, SAP ASE automatically
reencrypts all keys in the database with the new password. Encrypted data is unaffected when the system
password is changed, in other words, it is not decrypted and reencrypted.

You can u-set the system encryption password by supplying “null” as the argument for <password> and
supplying the value for <old password>. Unset the system password only if you have dropped all the
encryption keys in that database that were encrypted by the system encryption password.

The encrypted password value is stored in the sysattributes system table in that database. Additionally, the
encrypted database feature introduces 43, a new systtributes class that signifies full database encryption.
For every storage allocation of the database that undergoes encryption, SAP ASE inserts a row in
sysattributes with these values:

Column Name Value

class 43

object <dbid> (database ID)

object_infol Starting logical page ID

object_info2 Ending logical page ID

int_value Last encrypted logical page ID on one storage allocation

This row is removed when SAP ASE finishes encrypting the database.
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3.3 Protect Keys with User-Specified Passwords

You can limit the power of the system administrator or database owner to access private data when you specify
passwords on keys using create encryption keyoralter encryption key.

If keys have explicit passwords, users must have, before they can decrypt data:

® decrypt permission on the data

e The encryption key's password

Users must also know the password to run DML commands that encrypt data.

Related Information

Key Protection Using User-Specified Passwords [page 84]

3.4 Protect Encryption Keys with Dual Control

You can secure encryption keys with dual control using the create encryption keycommand.

If you specify create encryption key with dual control, butdo not specify a user password, the
encryption key is protected by the master key and the dual master key.

If you specify with dual control andinclude a user-specific password, the encryption key is protected by
the master key and the user password.

e Example 1 - protects CEK “Reallysecret” with both the master and dual master keys and fails, unless both
keys exist in the database:

create encryption key Reallysecret
with init vector random dual control

e Example 2 — encrypts CEK “k3" with both the master key and user password “Whybother™:

create encryption key k3
with passwd 'Whybother'
dual control

Related Information

Change a Key's Protection Method [page 85]
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4 Database-Level Master and Dual Master
Keys

SAP ASE allows users to create database-level encryption keys called the master key and the dual master key.
These keys both act as key encryption keys, and are used to protect other keys, such as column and database
encryption keys, and service keys.

The master key and the dual master key must have different owners. You can provide passwords for the master
keys using either isql, or through a server-private file that is accessible only by the SAP ASE. The passwords
to these keys are not stored in the database.

Related Information

Creating Column Encryption Keys [page 12]
Dropping Column Encryption Keys [page 15]

4.1 Creating the Master and Dual Master Keys

Once created, master keys become the default protection method for encryption keys. A dual master key is
required only for dual control of column and database encryption keys.

Prerequisites

Only users with sso_role or keycustodian role can create the master key and dual master key. There can
only be one master and one dual master key for a database.

Context

To create the master and dual master keys use:

create encryption key [dual] master
[for AES] with passwd <char literal>

where:

® master and dual master refer to database-level keys used to encrypt other keys within the database in
which they are defined. These keys are not used to encrypt data. The master key is named internally as
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sybencrmasterkeyin sysobjects, and the dual master key is named internally as

sybencrdualmasterkeyin sysobjects.

® with passwdmust be followed by a character string password that adheres to sp_passwordpolicy.
See the Reference Manual: Commands.

e [Example 1 - creates master key in database tdb1:

use database tdbl
create encryption key master with passwd
'unforgetablethatswhatyouare'

e Example 2 — creates a dual master key in database tdb1:

use database tbl
create encryption key dual master with passwd 'dualunforgettable'

e [Example 3 — generates an error because you cannot use a master key as a column encryption key:

create table t2 (cl int encrypt with master)

To change the password of a master key or dual master key, use:

alter encryption key [dual] master
with passwd <char literal>
modify encryption
with passwd <char literal>

4.1.1 Creating Master Key Copies

Users or master key owners with sso_role or keycustodian role can create copies for master keys.

Context

You may need to:

e Provide access to the master key or dual master key for unattended start-up of the SAP ASE. Such a key
copy is referred to as the automatic_ startup copy.

e Support recovery of the master keys should their passwords be lost. Such a key copy is referred to as the
recovery copy.

® Allow a user other than the base key owner to set up encryption passwords for the master or dual master
key. This key copy is referred to as a regular copy.

To add master key copies in a database, use:

alter encryption key [dual] master
with passwd <char string>
add encryption
{with passwd <char string>
for user <user name>
[ for recovery ] | [ for automatic_startup 1 1}
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where:

<char_string> — (first reference) specifies the password that currently encrypts the base copy of the
master or dual master key.

<char_ string> - (second reference) specifies the password for the regular or recovery copy. It must not
be used for automatic_startup copies

for user —indicates the user to whom the regular or recovery copy must be assigned. Do not use this
parameter to enter a password for automatic startup copies.

for recovery — indicates that the key copy is to be used to recover the master key in case the password
is lost.

for automatic_startup - indicates that the key copy is to be used to access the master or dual master
key after the server is restarted with automatic master key access enabled.

Example 1 — master key owner creates a key copy for Mary:

alter encryption key master
with passwd 'unforgettablethatswhatur'
add encryption
with passwd 'justédnow'
for user mary

Example 2 — dual master key owner Smith creates a key copy for automatic startup with:

alter encryption key dual master
with passwd 'Never4Getable'
add encryption
for automatic startup

Related Information

Key Recovery from Lost Passwords [page 105]

4.2 Setting Passwords for the Master and Dual Master Keys

The base key owner, or a user who owns a regular key copy, can set the password for the master and dual
master keys. Passwords must be set before master keys can be used.

Context

To set passwords for master keys, you can either use the:

24

set encryption passwdcommand
Use the unattended start-up feature
(Master key only) the dataserver command

Database Encryption
PUBLIC Database-Level Master and Dual Master Keys



The set encryption commandis:

set encryption passwd <char literal>
for key [dual] master

where:

® <char literal> —iftheuseris the key owner, this is the password that currently encrypts the base copy
of the master or dual master key. If the user is not the key owner, this is the password that currently
encrypts the user’s copy of the key.

Example — sets the password “MasterSecret” for the master key in database tdb1:

use tdbl
set encryption passwd 'MasterSecret' for key master

SAP ASE sets the password in the server memory for the database in which the master or dual master key is
defined, and also records the identity of the user setting the password. Once set, the password is available for
all access to the master key in the database.

4.3 Altering Passwords and Key Encryption Keys for Master
Key Copies

Users who own master key copies can change the passwords for their key copies.

Context

To change the password for key copies:

alter encryption key [dual] master
with passwd <char string>
modify encryption
{with passwd <char string> [for recovery]
| for automatic_ startup}

where:

® <char string> — (first instance) If the user is the key owner, this is the password that currently encrypts
the base copy of the master or dual master key. If the user is not the key owner, this is the password that
currently encrypts the user’s copy of the key.

® <char_ string> - (second reference) specifies the new password for the regular or recovery copy. Do not
use this parameter to enter a password for automatic_startup copies.

® for automatic startup — generate a new KEK and use it to create a new automatic_startup key

copy.
If neither for recoverynor for automatic startup is specified, and the command is issued by the key

owner, SAP ASE alters the base key copy password. If the command is not issued by the key owner, SAP ASE
alters the password of the base key copy only if the current user has sso_role or keycustodian role.
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e Example 1 — master key owner “Jones” creates a key copy for “Mary” using:

alter encryption key master
with passwd 'unforgettablethatswhatyouare'
add encryption
with passwd 'justédnow'
for user Mary

e Example 2 — “Mary” changes the password for her copy using:

alter encryption key master
with passwd 'justédnow'
modify encryption
with passwd 'maryspasswd'

e Example 3 — master key owner “John” changes the password for the base key using:

alter encryption key master
with passwd 'unforgettablethatswhatyouare'
modify encryption
with passwd 'notunforgettable'

Users with sso_role or keycustodian role can modify the automatic_startup key copies to change
their key encryption keys. For example, such a user with knowledge of the master key password, can change
the key encryption key of the automatic_startup key copy using:

alter encryption key master
with passwd 'unforgettablethatswhatyouare'
modify encryption for automatic startup

The SAP ASE:

® Retrieves the base master key using the password.

e C(Creates a new master key encryption key and replaces the old key in the master key start-up file with this
new key.

e (Createsanew automatic_startup key copy by encrypting the master key using the new master key
encryption key, and replacing the old automatic startup key copy in sysencryptkeys with this new

copy.

4.4 Regenerate Master Keys

Periodically change the master and dual master keys. However, each time you change the master and dual
master keys, you must also reencrypt all column and database encryption keys using the new master and dual
master keys.

To automate this process, SAP ASE uses the regenerate key option which replaces the master or dual
master key values with the new values, and reencrypts all column and database encryption keys that are
currently encrypted by the master or dual master keys being regenerated:

alter encryption key [dual] master
with passwd <char string>
regenerate key
[with passwd <char string>]

When regenerate keycommand is executed, SAP ASE:
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Validates that the supplied password decrypts the base master or dual master key.

Creates a new master or dual master key.

Decrypts all column and database encryption keys that are encrypted either solely or partially by the
master or dual master key. SAP ASE reencrypts them using the new master or dual master key.

Replaces the base master or dual master key with the new key encrypted by the second password. If the
second password is not supplied, SAP ASE uses the currently configured password to encrypt the new key.
Drops the regular key copies. The master key owner must re-create regular key copies for designated users
using alter encryption key

Drops the key recovery copy. The master key owner must add a new recovery key copy using alter
encryption key, andinform the recovery key owners of the new password.

Replaces the automatic_startup copy with a new key copy created by encrypting the new master key
with a new randomly generated master key encryption key. SAP ASE writes the new master key encryption
key into the master key start-up file.

4.5 Dropping Master Keys and Key Copies

A user with sso_role or keycustodian_role candrop a master or dual master key provided that there are
no other column or database encryption keys that are currently encrypted using that master or dual master

key.

Context

To drop a master or a dual master key, use:

drop encryption key [dual] master

When a master or dual master key is dropped, SAP ASE:

Drops the master or dual master key, and its key copies. All regular key copies, the automatic startup
key copy, and recovery key copies are deleted from the database.

Deletes the master key encryption keys from the master keystart-upfile, if an automatic_startup key
copy exists.

To delete only the regular key copy, use:

alter encryption key [dual] master

drop encryption for user <username>

To delete only the recovery key copy, use:

alter encryption key [dual] master

drop encryption for recovery

To delete only the automatic startup key copy, use:

alter encryption key [dual] master

Database Encryption
Database-Level Master and Dual Master Keys PUBLIC 27



drop encryption for automatic startup

46 Recovering the Master Key and Dual Master Key

A user with sso_role or keycustodian_role canrecover the master or dual master key.

Context

To recover the master or dual master key:

alter encryption key [dual] master
with passwd <char string>
recover encryption
with passwd <char string>

where the first reference to passwd is the password to the recovery key copy and the second reference to
passwd is the new password for the base key.

4.7 Starting SAP ASE in Unattended Start-Up mode

Use unattended start-up mode to allow access to the master keys when the password holders are unavailable.

Procedure

1. Enablethe automatic master key access configuration parameter.

2. (Optional) set the master key start-up file path and name. Otherwise, SAP ASE uses the default file path
and name.

3. Add automatic_startup copies for the master keys or dual master keys for databases for which you
intend to have unattended start-up.

Database Encryption
28 PUBLIC Database-Level Master and Dual Master Keys



4.7.1 Configure Unattended Start-Up Mode

In unattended start-up mode, SAP ASE accesses the master key encryption key from the master key start-up
file, and uses the master key encryption key to decrypt the master key.

Users with sso_role can configure SAP ASE to use unattended start-up mode by setting:
sp_configure ‘automatic master key access’, 1

To use unattended start-up mode, you must also create automatic startup key copies for the master key
and dual master keyinthe database.

4.7.2 Create the Master Key Start-Up File

When automatic master key accessisenabled, SAP ASE reads in the key encryption keys from the
master key start-up file.

If the master key start-up file does not exist, SAP ASE creates a master key start-up file, but does not write the
key encryption key values to the file until automatic_startup key copies either of the master or dual master
keys are created

When automatic master key accessisdisabled, SAP ASE drops the key encryption keys for master and
dual master keys from the server memory. SAP ASE does not erase the key encryption key values from the
master key start-up file.

A user with the sso_role can specify the master key start-up file path and name using:

sp_encryption mkey startup file
[, {<new path> | default location | null}]
[, {sync with mem | sync with grm}]

where:

® <new path> - specifies the location and name of the master key start-up file. <new path> is not
supported in standalone SAP ASE Cluster Edition installations.

® default location - setsthe master key start-up file to the default path and name: $SYBASE ASE/
security/ase encrcols mk <servername>.dat. default locationisnotsupportedin
standalone SAP ASE Cluster Edition installations.

® null —displays the current master key start-up file path and name.

® sync with mem — writes the master key encryption keys existing in server memory to the master key
start-up file, if configuration option automatic master key access is enabled. sync_with memis not
supported in standalone SAP ASE Cluster Edition installations.

® sync_with grm— (Available only with standalone Cluster Edition installations) updates the key copy in
the local master key start-up file with the copy on the quorum device.
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4.7.3 How SAP ASE Uses the Master Key Start-Up File

SAP ASE reads the master and dual master key encryption keys from the master key start-up file into the
server memory.

® The serveris started with automatic master key access enabled, or

® automatic master key access isenabled while the server is running.

® Anautomatic_ startup key copy of the master or dual master key is created, SAP ASE writes the master
or dual master key encryption keys to the file.

® The key encryption key of the automatic_startup key copy of the master or dual master key is altered,
SAP ASE writes the new master or dual master key encryption keys to the file.

® Anautomatic startup key copy is dropped, SAP ASE deletes the corresponding record in the file.

e Adatabase is dropped, SAP ASE deletes all records belonging to the dropped database.

e A master or dual master key is dropped, SAP ASE deletes the corresponding record.

® A new master key start-up file is specified using sp_encryption mkey startup file, SAP ASE
synchronizes the server memory with the contents of the new file.

Once a master key encryption key is in memory, the master key can be accessed through the
automatic_startup copy even if the master key password is not set.
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5 Secure External Passwords and Hidden
Text

SAP ASE provides strong encryption for external login passwords and hidden text, using the AES-256
symmetric encryption algorithm.

You may choose strong encryption for external passwords to:

® Replication Agents — replicated databases.

e (IS - remote descriptors and logins.

e Job Scheduler — Job Scheduler Agent.

® RTMS - real-time messaging.

e Secure Sockets Layer (SSL) and Lightweight Directory Access Protocol (LDAP) — SSL and LDAP access
accounts. Passwords are administered using stored procedures sp_ldapadmin and sp_ssladmin canbe
secured.

Objects that have SQL text stored in syscomments, such as stored procedures, user-defined functions and
computed columns can be optionally encrypted with strong encryption using sp_hidetext.

i Note

Encrypting external passwords and hidden text requires the ASE_ENCRYPTION license.

5.1 Service Keys

Service keys are 256-bit, persistent encryption keys used to strongly encrypt external login passwords and
hidden text, and are stored in sysencryptkeys.

Encrypt service keys using either:

e Astatic key — is the default key encryption key for service keys, and can be used if no master key has been
created in the current database. With this method, SAP ASE can use service keys after an unattended
start-up.

e The master key — provides stronger protection than a static key. SAP ASE requires the password to decrypt
the database-specific master key.

The database objects that describe these service keys include:

® syb extpasswdkey — identifies service key for encryption of external login passwords in
sysattributes. Only one syb_extpasswdkey exists for any database. When the syb_extpasswdkey is
changed, all data encrypted usin